host managed.

This paper is a living doc
a project of TerraLuna, LLC.

Foreword
by Steve Traugott

In 1998, Joel Huddleston and I su;
entire enterprise infrastructure could t
one large “enterprise virtual machine”
strap]. That paper briefly described part
ment toolset, later named ISconf [iscon:
based on relatively simple makefiles ar
did not seem extraordinary at the time. .
the paper, we said that we would likel
[cfengine] the next time around — I had
Mark Burgess’ progress since 1994.
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At the mvitation of Mark Burgess, 1 join
LISA 2001 [lisa] cfengine workshop to discuss
we’d found so far, with possible targets fc
cfengine 2.0 feature set. The ordering requir
seemed to need more work; I found ordering st
ingly difficult to justify to an audience practiced
use of convergent tools, where ordering is ofter
sidered a constraint to be specifically avoided [«
eika-sandnes]. Later that week, Lance Brown
were discussing this over dinner, and he hit on th
of comparing a UNIX machine to a Turing ma
The result is this paper.

Based on the symptoms we have seen
comparing ISconf to other tools, I suspect that
ing is a keystone principle in automated sy
administration. Lance and I, with a lot of help
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hosts is redundant — the same operatin
ponents must be backed up for each ho:
really need are the user data and host bt
(how many copies of /bin/ls do we 1
tape?). It is usually more efficient to h:
quickly and correctly rebuild each hos
A tool that maintains an ordered recc
made after install is one way to do this.

This prediction is particularly impe
organizations using what we call se
hosts. These are hosts that run an auto
ration or administration tool in the ce
own operating environment. Commerci
category include Tivoli, Opsware, a
[tivoli, opsware, centerrun]. Open-sourc
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Hme
Figure 2: Convergence.

The baseline description in a converging i
tructure is characteristically an incomplete descr
of machine state. You can quickly detect conver
in a shop by asking how many files are cur
under management control. If an approximate a
is readily available and is on the order of a few
dred files or less, then the shop is likely conv
legacy machines on a file-by-file basis.

A convergence tool is an excellent mea
bringing some semblance of order to a chaotic i
tructure. Convergent tools typically work by san
a small subset of the disk — via a checksum of ¢
more files, for example — and taking some act



order to be valid, this testing must be
each production host, due to the factos
§8.47. This testing itself requires eithes
host from production use or exposing u
users. Without this validation, we ca
machine in mission-critical operation.

Congruence

Congruence (Figure 3) is the pra
taining production hosts in complete cc
a fully descriptive baseline (see tl
‘Describing Disk State”). Congruence
terms of disk state rather than behavios
state can be fully described, while b
(§8.59).
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on a new machine by “replaying” the same jo
likewise for creating multiple, identical hosts
journal is usually specified in a declarative lan
that is optimized for expressing ordered sets an
sets. This allows subclassing and easy reuse of ¢
create new host types; see ‘Describing Disk State

There are few tools that are capable ¢
ordered lifetime journaling required for cong
behavior. Our own isconf (described in its ow:
tion) is the only specifically congruent tool we
of in production use, though cfengine, with som
and extra coding, appears to be usable for admi
tion of congruent environments. We discuss t
more detail in the cfengine section.



meceans by wiicn 1t 1S proauccd.

“Order Matters™ because we neec
the machine-language instructions resul
of change actions will execute in the
with the correct operands. Unless we
gram correctness at this low level, we
the correctness of any program. It do
prove correctness of a higher-level pro
do not know the correctness of the low
ers. If the high-level program can modi
lying layers, then the behavior of the
change with each modification. Ordk
modifications appears to be important t
predict the behavior of the high-level
simply, it is important to ensure that y
of the tree limb before you cut through i

R - - - v -



congrucnt mirastruciure. £acn cnange addcd |
procedure updates the baseline; see the ‘Congr
section.

There are tools which can help you mainta
execute this procedure; see the ‘Example Tool
Techniques’ section.

While it is conceivable that this procedure
be a documented manual process, executing
steps manually is tedious and costly at best. (Tl
we know of many large mission-critical shops
try.) It is generally error-prone. Manual execut
complex procedures is one of the best metho
know of for generating divergence (described
own section).

The starting state (bare-metal install) descr
of the disk may take the form of a network



1. Ictch new conliguration 111 contar
lowing instructions

2. install new cfagent binary

3. run cfkey to generate key pair

4. fetch new configuration file conta
2 directives

5. update calling scripts and crontab ¢

There are several ordering consi
We won’t know that we need the new
until we do step 1. We shouldn’t proce
until we know that 2 and 3 were succes:
too early, we may break the ability f
operate at all. If we do step 4 too early
the resulting configuration file using the
cfengine, it will fail.
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ISconf

As we mentioned in the introduction, iscon
inally began life as a quick hack. Its basic utili
proven itself repeatedly over the last eight year
as adoption has grown it is currently managing
production infrastructures than we are pers
aware of.

While we show some [Sconf makefile exa
here, we do not show any example of the tor
configuration file which drives the environmer
targets for ‘make.” It is this top-level configu
file, and the scripts which interpret it, which a
core of ISconf and enable the typing or classi
hosts. These top-level facilities also are what gc
the actions ISconf is to take during boot versus c



Kaines. ThlS version adds more “les
including more fine-grained control
applied to target classes and hosts. Ther
ers of abstraction between the admini
target machines; the tool uses various
generate intermediate and final file
eventually are fed to ‘make.’

One feature in particular is of spex
this paper. In ISconf version 2, the adr
had the potential to inadvertently cre
change by an innocent makefile edit. W
ble to avoid this with foreknowledge c
version 3 uses timestamps in an inter
prevent it from being an issue.
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SCrIpts, €aci cquivalent 1o an 15coni maxkeiuec S
These scripts we then drive within a determinis
ordered framework.

In the cfengine version 2 language there ar
features, such as the FileExists() evaluated class
tion, which may reduce the amount of code. S
based on our experience over the last few years i

f# 01 Feb 97 - Block00 is initial d:
# with ntp etc. added later
Block00: ntp cvs lynx

# 15 Jul 98 - got tired of waiting
# cut new baseline image, later ad
Blockl0: BlockOO ssh

#f 17 Jan 99 - new baseline again,
Block20: BlocklO apache kernel-2.2

Listing 2: Baselir

44~



allclls  Uully vllidavivl, dJ4alld 11ow WK
ordered changes can make its behavior 1
istic.

We will expand beyond single ma
realm of distributed computing and n
multiple machines, and their associated
testing costs. We will discuss how order
affects these costs, and how ordered cha
provides the lowest cost for managing
infrastructure.

Readers who are interested in app
mathematical or theoretical arguments
review the previous section or skip this

8.1 — A Turing machine (Figure
from an infinite tape, interprets them as
to a hardwired program and rewrites |
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urc 0). 1nis arrangeément allows the 1 vivli 10 €
the machine language instructions which descril
TVM itself. If it does so, our TVM enjoys the @
tages (and the pitfalls) of self-modifying
[nordin].

8.7 — There is no algorithm that a 7
machine can use to determine whether another sy
Turing machine will halt for a given tape; t
known as the ‘““halting problem.” In other words
ing machines can contain constructions which a
ficult to validate. This is not to say that every m:
contains such constructions, but that that an art
machine and tape chosen at random has some c
of containing one.

8.8 — Note that, since a Turing machine
imaginary construct [turing], our own brain, a |
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tions which nvolve fetching a small &
from the remote tape, and storing it on
gram tape as additional and/or repl:
instructions (§8.6). We will name 1
instruction set A. The set of fetched i
will name B, and the resulting merger
will name AB. Note that some of the in
may have replaced some of those in
Before the fetch, our TVM could be d
as an A machine, after the fetch we
machine — the TVM’s basic functionalit
It is no longer the same machine.

=
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this, we would need to return the local prograr
data tape to a previous content. For examy
machine A executes and loads B, our instructi
will now be AB. We might rollback by replacir
tape with the A copy.

8.28 — Due to (§8.26), it is not safe to try t
back the instruction set of machine AB to re
machine A by simply removing the B instruc
Some of B may have replaced A. The AB ma
while executing, may have even loaded C a
(§8.21), in which case you won’t end up with
with AC. If the AB machine executed for any |
of time, it is likely that the input data language n
the data tape is only acceptable to an AB machin
A machine might reject it or fail to halt (§8.3
only safe rollback method seems to be som

44 7
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portlon of d1sk as in §8.35.

8.37 — The ASAT described in §:
lent to a Turing Virtual Machine (§8.:
described in §8.33. In addition, a sel
host running an ASAT is similar to a U
Machine in that the ASAT can modif
gram code (§8.6).

8.38 — A self-administered UNIX
to a network is equivalent to a netw
Universal Turing Machine (§8.14) in
ways: The host’s ASAT (§8.36) can fet
an arbitrary new program as in §8.15. T
gram can fetch and execute another as
mediate results can control which prog
next, as in §8.19. The behavior of

AN T YO A YWY TY P . Y T T



behavior such as oscillation (replacing the sanm
over and over) or loop lockup (breaking the t
that it cannot do anything anymore). Determinisi
ordered changes seem to do the trick, acting
effective damper.

We stipulate that this is not standard practi
all ASAT users. But all tools must be updated at
point; there are always new features or bug
which need to be addressed. If the tool cannot st
a clean and predictable update of its own code
these very critical updates must be done “c
band.” This defeats the purpose of using an /
and ruins any chance of reproducible change
enterprise infrastructure.

4140



when we have tested or inspected for
enough.

Due to this lack of assurance, the «
ing orthogonality needs to accrue the p
any errors that result from a faulty p
error cost includes lost revenue, labo
recovery, and loss of goodwill. We n
reduce this error cost, but it cannot be
cost implies that we never make mista
lyzing orthogonality. Because the cos
includes this error cost as well as the «
we know that prediction of orthogo
expensive than either the testing or erros

Cpredict > Cerror

>C

Cpredict test
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ordered changes.

8.60 — There appears to be a general stat
we can make about software systems that run ““
of” others in a “virtual machine” or other sofi
constructed execution environment (§8.34):

If any virtual machine instruction has the abi
to alter the virtual machine instruction set, t
different instruction execution orders can
duce different instruction sets. Order of exe
tion of these instructions is critical in detern
ing the future instruction set of the machi
Faulty order has the potential to remove the a
ity for the machine to update the instruction
or to function at all.

- ~ N
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we didn’t want to inadvertently base ar
cular logic. A much more readable text
produced by reworking these threads in
ear order, though that would likely req
forward references back in.

For further theoretical study, we re
¢ Godel Numbers
e Godel’s Incompleteness Theorem
e Chomsky’s Hierarchy
¢ Diagonalization
¢ The halting problem
e NP completeness and the Traveli
Problem
e Theory of ordered sets
¢ Closed-loop control theory
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